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Secure Gradient Aggregation with Sparsification for
Resource-Limited Federated Learning

Hasin Us Sami

Abstract—Secure aggregation is an information-theoretic
mechanism for gradient aggregation in federated learning, to
aggregate the local user gradients without revealing them in
the clear. In this work, we study secure aggregation under
gradient sparsification constraints, for resource-limited wireless
networks, where only a small fraction of local parameters are
aggregated from each user during training (as opposed to the full
gradient). We first identify the vulnerabilities of conventional
secure aggregation mechanisms under gradient sparsification.
We show that conventional mechanisms can reveal sensitive user
data when aggregating sparsified gradients, due to the auxiliary
coordinate information shared during sparsification, even when
the individual gradients are not disclosed in the clear. We
then propose TinySecAgg, a novel coordinate-hiding sparsified
secure aggregation mechanism to address this challenge, under
formal information-theoretic privacy guarantees. Our framework
reduces the communication overhead of conventional secure
aggregation baselines by an order of magnitude (up to 22.5x)
without compromising model accuracy.

Index Terms—Federated learning, secure aggregation, gradient
sparsification, gradient inversion, distributed learning.

I. INTRODUCTION

Federated learning (FL) is a popular paradigm for dis-
tributed training, where data-owners (users) perform training
on locally collected datasets, after which the local updates
(e.g., local gradients) are aggregated by a server to form
a global model [1]. While popular in a variety of privacy-
sensitive applications (such as healthcare) due to its on-device
training architecture (data never leaves the device), FL can
still reveal sensitive information about the local data samples
through what is known as gradient inversion attacks [2]-[7].

Secure aggregation (SA) is an information-theoretic mech-
anism to address this challenge without compromising model
accuracy [8]. To do so, SA utilizes secret sharing principles
from secure multi-party computing, where each user encodes
its local gradient with additive random masks to hide its
true value, and only shares the encoded gradient with the
server. The additive masks cancel out upon aggregation at the
server, allowing the server to correctly recover the sum of the
local gradients, but without learning any further information
about the individual gradients. In doing so, SA prevents the
server from associating the aggregated gradients with any
particular user, enhancing resilience against inversion attacks
as the number of users increases [9]-[13]. While popular in
enhancing user privacy in distributed settings, communication
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(c) Recovered (rand-K).

Fig. 1: Image reconstruction from the aggregate of sparsified
local gradients. At each training round, only 1% of the local
parameters are aggregated from each user. The local parame-
ters are aggregated securely using SA at each training round,
without revealing the individual parameters to the server.

overhead is still a major challenge in SA, which can hinder
scalability to larger networks.

Gradient sparsification is a widely adopted technique to
reduce the communication overhead in FL. In this setting,
each user shares only a small portion (K) of their local
gradient parameters with the server (as opposed to sending the
entire gradient), along with their coordinates. The parameters
are selected uniformly random (rand-K), or based on their
magnitude (top-K) [14]-[21]. The server then aggregates the
received parameters using the received coordinates, where
parameters from different users are aggregated if their co-
ordinates match, to update the global model for the next
training round. The two sparsification mechanisms (rand-
K/top-K) provide complementary benefits; the latter enables
faster convergence, while the former is more memory and
compute-efficient, as the random coordinates can be generated
in advance [17], [19], [22]-[25].

In this work, we study gradient sparsification in the context
of SA. We first identify the potential vulnerabilities associated
with sharing coordinate information during sparsification. In
particular, we show that the local data samples can be re-
covered from the aggregate of the gradient parameters using
the coordinates shared over multiple training rounds, even
if the gradients are securely aggregated (using SA) at each
training round. We illustrate this phenomenon in Fig. 1,
where we demonstrate the reconstruction performance of our
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attack, the details of which will be provided in Section IV.
After a sufficient number of training iterations, the server
can reconstruct the local data samples, even when only 1%
of the gradient parameters are aggregated (using SA) from
each user. We then propose a coordinate-hiding SA framework
to address this challenge, which hides not only the gradient
parameters but also their coordinates during aggregation. Our
framework enables the server to aggregate the sparsified local
gradients, but without learning any information about the
gradient parameters (beyond their aggregate) or their coordi-
nates, under formal information-theoretic privacy guarantees.
Our framework builds on an offline-online trade-off, where
we offload the communication-intensive operations, such as
randomness generation, to a data-independent offline phase.
The offline phase can take place in advance when the network
load is low, or can be parallelized with other components
of training. The online phase depends on the local datasets,
hence should be carried out during training. We then propose
an efficient SA mechanism for the online phase, to aggregate
the sparsified gradients in FL, while revealing no information
about the individual parameters or their coordinates (beyond
their aggregated information).

Our theoretical analysis presents the formal information-
theoretic privacy analysis, and provides the key trade-offs
between adversary tolerance and communication/computation
complexity, while our experiments demonstrate up to 22.5x
reduction in the communication overhead compared to SA
baselines, without compromising accuracy. Our contributions
can be summarized as follows:

1) We identify the vulnerabilities of sharing coordinate
information in SA, and the necessity of stronger,
coordinate-hiding privacy notions to enhance adversary-
resilience under sparsification constraints.

2) We demonstrate successful reconstruction of local data
samples from the aggregate of sparsified gradients, by
utilizing only the knowledge of the rand-K/top-K coor-
dinates of the users.

3) We propose a coordinate-hiding sparsified SA framework,
TinySecAgg, to enable gradient sparsification for enhanc-
ing the scalability of SA in large model settings, but
without disclosing any information about the gradient
parameters or their coordinates, with formal information-
theoretic privacy guarantees.

4) Through extensive experiments, we demonstrate that our
framework cuts the communication cost by an order of
magnitude (22.5%) over conventional SA mechanisms.

II. RELATED WORKS

Gradient inversion attacks aim to recover the sensitive data
by inverting the local gradients shared during training. To that
end, [2] optimizes the input data to minimize the Euclidean
distance to the true gradients, whereas [3] leverages a rela-
tionship between the ground-truth labels and signs of the cor-
responding gradients. Cosine similarity is proposed in [4] for
image reconstruction, while [5] demonstrates reconstruction
from a large batch of images. Another line of work considers
image reconstruction by leveraging user dropouts [26] or by

maliciously influencing the model parameters/architecture [6],
[7], [27]. Reference [28] demonstrates inversion attacks from
compressed gradients (without SA).

Secure aggregation (SA) protocols are introduced to pre-
vent the server from gaining access to the local gradients
during FL, where the local gradient of each user is protected
by leveraging secure multi-party computing tools [8]-[13],
[29], [30]. Recent works [31], [32] propose rand-K/top-K
sparsification techniques compatible with SA. On the other
hand, in these settings the server gathers knowledge about
the gradient coordinates for each user, which are vulnerable
to the multi-round gradient inversion attacks introduced in
Section IV. A key advantage of SA is their compatibility
with complementary privacy-enhancing mechanisms such as
differential privacy (DP), which can further benefit the latter by
reducing the amount of DP noise that should be added to the
gradients in distributed settings [33]-[35]. In doing so, most
SA frameworks are developed under the honest-but-curious
adversary model, where adversaries follow the protocol but
try to gain additional information about the sensitive datasets
of honest users, using the messages exchanged during proto-
col execution. Recent works also study SA under Byzantine
adversary settings [36]-[47], where the adversaries poison or
modify the messages exchanged during the protocol. Although
beyond our current scope, we note extending our framework
to malicious adversaries as an interesting future direction.

Due to its wireless nature, communication bottleneck is
a major challenge in FL. In practice, the communication
overhead is handled through gradient compression techniques.
Gradient sparsification allows users to send K out of d
gradient parameters (K << d) selected uniformly random
(rand-K) or with respect to the highest magnitude (top-K)
[14], [15], [17]-[19], [23], [25]. Recent works have also
explored the combination of two to achieve the best of both
worlds [21], [48]. A complementary compression mechanism
is gradient quantization, where each gradient parameter is
represented with fewer number of bits to adapt to the available
communication resources [16], [24], [49]. Although our focus
in this work is on gradient sparsification, combining our
techniques with complementary quantization approaches is
also an interesting future direction.

Another related line of work is the coordinate-hiding mecha-
nisms for Private Information Retrieval (PIR) [50]-[52]. These
mechanisms build on a multi-server training architecture,
where an encoded version of the training model is stored at
multiple non-colluding servers. The goal is to enable users to
decode the model, perform local training, and then update the
model at each server, but without revealing the true updates
or the models to the servers. References [50], [51] consider
the privacy leakage as a result of sharing the coordinate
information of the sparse model update/gradient parameters
by the users under gradient sparsification. To that end, after
local training, each user transmits the encoded sparse model
updates and corresponding encoded/permuted coordinates to
multiple non-colluding servers. Then, each server updates its
stored encoded model at the correct coordinates, but without
having access to the true updates or coordinates of the user.
Reference [52] allows collusions across 7' colluding servers,

Authorized licensed use limited to: Univ of Calif Riverside. Downloaded on August 06,2024 at 12:10:50 UTC from IEEE Xplore. Restrictions apply.

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2024.3403475

however, servers cannot collude with the users. Different from
these works, in our problem the server can collude with any set
of up to 7" users. Additionally, our focus is on a single-server
FL setup, which brings an additional challenge for privacy as
all encoded information has to be collected by a single server.

III. PROBLEM FORMULATION

We consider a centralized FL architecture with NN users,
coordinated by a central server. User ¢ € [N] holds a local
dataset D; with D; £ |D;| samples. The goal is to train a
global model w € R to minimize the global loss,

ZF (1)

where F;(w) denotes the local loss of user i. Training is
performed iteratively through global and local training rounds.
At the beginning of each global round ¢, the server sends the
current state of the global model w to the users. User i € [N]
generates a local model w! < w', which is updated locally
through E local training rounds,

mln F(w

wi « wi —nVF;(w}) )

where VF;(w!) is the gradient evaluated on D;, and 7 is the
learning rate. After E local training rounds, user ¢ sends the

(cumulative) local gradient,
Al 2wl —weR? 3)

to the server, who then aggregates the received gradients to
update the global model for the next training round,

Z Al )

ZGU(t)

Wt+1 —

where U (t) denotes the set of surviving users who succeed in
sending their local updates to the server at round ¢, as some
users may drop out from the protocol due to poor wireless
connectivity, or device unavailability.

Gradient sparsification is a popular compression mechanism
to improve the communication efficiency in FL, where, instead
of sending the entire gradient A! to the server, each user sends
only K < d selected parameters. Sparsification typically
involves a process known as error-accumulation, to track the
cumulative error resulting from the parameters that have not
been sent in previous rounds. Accordingly, the sparsification
operation is given by,

[ £bloA] )
where © is the Hadamard product, x! denotes the sparsified
local gradient, b! € {0,1}¢ is a binary mask holding the

coordinates of the K parameters selected by user ¢, where
the ¢! element is given by,

bi(0) 2 1 if user ¢ selects coord.inate ¢ at round ¢
0 otherwise

such that ||bl||; =K where |.||; denotes the L; norm, and

At2w!—whiel ™ =Al4el™, 6)

where e§ denotes the error accumulated at round ¢,

LAl +el™ —xi = Al -x. @

After constructing the sparsified local gradient x} from (5),
user 4 then sends the selected K parameters from x! to the
server, along with the coordinates of the selected parameters.
Using the received coordinates, the server aggregates the
sparsified local gradients x! to update the global model,

( Zx (8)

1€U(t)

Wt+1 —

for the next training round. The specific structure of the binary
mask b! depends on the sparsification methodology:

1) rand-K sparsification: In this setting, each user selects
K parameters uniformly at random (without replacement)
from A, and b! is a random binary vector where ||b!||; = K,
generated independently for each user i € [N].

2) top- K sparsification: In this setting, users send only the
top K parameters with the highest magnitude to the server,
and b! € {0,1}? is a binary vector indicating the coordinates
of the top K parameters from A! with the highest magnitude.

The two mechanisms (rand- K/top-K) have complementary
benefits. Rand-K is more memory and communication ef-
ficient; as the binary masks b! are sampled independently
and uniformly at random, they can be generated offline in
advance when the network load is low. Top-K can speed
up convergence, but the coordinates depend on the gradient
magnitudes, which has to be sent online during training.

Threat model. In this work, our focus is on honest-but-
curious adversaries (as is the most common threat model in
SA), where adversaries do not poison the datasets, but try
to reveal additional information about the local datasets of
honest users using the information exchanged during protocol
execution. Similar to [26], the server can freeze the global
model parameters (albeit do not change them). Out of N users,
up to 7" < N users are adversarial, who may collude with each
other and/or the server. The set of honest and adversarial users
are denoted by A and T = [N]\H, respectively.

Secure aggregation. The SA problem aims at aggregating

the local updates x,

X,y = Z x! 9)
ielU(t)

but without revealing any information about the individual
updates (beyond their sum). Formally, this can be stated by
a mutual information condition,

({X }lE’Ha M |xagg7 {X }LETa RT) =0

where M?- denotes the set of all messages received, and R%-
denotes the randomness generated, by the adversaries and the
server at round ¢. The correct recovery of the aggregate in (9)
can be formalized by an entropy constraint,

( agg‘MZ/{(t ) =0 (11)

where ./\/lzl(t) denotes the set of all messages held by the
surviving users U(t) at round ¢. To compute (9) under the

(10)
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(b) Recovered images after 1 iteration.

MSE: 1.15 MSE: 0.76 MSE: 1.27 MSE: 0.46 MSE: 0.7
LR ) r =

(c) Recovered images after 200 iterations.

MSE: 0.28 MSE: 0.20 MSE: 0.11 MSE: 0.18
= 0

MSE: 0.24
[

(d) Recovered images after 500 iterations.

Fig. 2: (rand-K) Image reconstruction quality with varying
number of training rounds. The server utilizes the coordinates
to recover the local gradients.

information-theoretic privacy guarantees from (10), SA proto-
cols enable users to encode their local updates x! by using
locally generated random secret masks, and send only an
encoded version to the server. The encoding process hides the
true value of the local updates from the server, while allowing
the server to decode their sum as in (9), without learning any
information about the individual updates x’. In doing so, SA
protocols differ in their encoding/decoding mechanism.

A common challenge in conventional SA protocols is the
communication overhead with large models, as the dimension-
ality of the encoded gradient sent from each user is as large as
the true gradient, which prevents scalability to larger models
in practice. Our goal in this work is to address this challenge,
where we ask the question,

o Can gradient sparsification enhance the scalability of

secure aggregation?

In this work, we answer this question in the affirmative. Sparsi-
fication can enhance the communication-efficiency of SA, but
additional care should be taken to hide the coordinates, and
naive approaches can do more harm than good. Specifically,
as we demonstrate in the following section, the coordinate
information exchanged during gradient sparsification can in-
troduce new vulnerabilities to SA. This is due to the fact that
the coordinates of sparsified local parameters vary across the
users throughout the training, hence, by using the coordinates
shared over multiple rounds, adversaries can reconstruct the
local gradients of individual users from their sum, even when
the gradients are aggregated using SA.

Our results indicate the necessity of stronger guarantees
for gradient sparsification in SA, for hiding not only the

MSE: 0.18

MSE: 0.90

(b) Conventional multi-round attack.

Fig. 3: (rand-K') Recovered images for our attack vs. conven-
tional multi-round attack (after 500 rounds).

local parameters, but also their coordinates. To address this
challenge, we then introduce TinySecAgg, a coordinate-hiding
sparse SA framework. Our framework hides both the sparsified
gradient parameters and their coordinates from the server,
under formal information-theoretic privacy guarantees, while
significantly enhancing the communication efficiency of SA.

IV. RECONSTRUCTION FROM COMPRESSED GRADIENTS

In this section, we discuss the naive application of gradient
sparsification with SA, to present the associated risks. Gradient
sparsification, as described in Section III, is compatible with
most well-known SA protocols [8], [9], where the key premise
is to learn the sum x(,, = 3, X; from (9), without
disclosing the local updates x!. In doing so, users hide their
selected parameters with additive random masks, and send the
encoded parameters (and their coordinates) to the server. The
additive masks are constructed in a way that they cancel out
upon aggregation at the server, thus allowing the server to learn
the sum x/, g Of the local gradients, but without revealing any
further information about the individual gradients x¢. Though
our attack in the following does not depend on the specific
nature of the encoding/decoding mechanism, in App. A we
also review the details of the encoding/decoding mechanisms.

In the following, we consider the frozen-model setup from
[26], where the server freezes the model, as a result the local
gradients A! are stable throughout the iterations. This setting
can also emerge when the model is close to convergence. We
next demonstrate a gradient reconstruction mechanism that
allows the server to recover the individual gradients A! for
all ¢ € [N], using only the sum of the sparsified gradients
xggg and their coordinates over multiple training rounds.

Let 7/(¢) < t denote the most recent training round (prior
to round t) in which user ¢ has shared coordinate ¢ with the
server. From the error accumulated up to round ¢, one can then

rewrite (6) as follows,
AL = (t = /() Ai(0)
where A;(¢) is the ¢*" element of the gradient' A; of user i

as defined in (3), using which the sparsified gradient from (5)
can be written as,

12)

'One can omit the time index t from the local gradient Aﬁ as the local
gradients are stable throughout the iterations.
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(a) Recovered images with sparsification K = 0.01d.
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(b) Recovered images with sparsification K = 0.1d.

Fig. 4: (rand-K') Image reconstruction for varying sparsifica-
tion level K (200 rounds).

x;(€) = by (£)(t — 7/ (£))Aq(¢) (13)

where x!(¢) denotes the ¢*" element of x!.
After SA, the server learns the aggregate of the sparsified
gradients for each coordinate ¢ € [d],

Xgo () = > xi(0) (14)
i€u(t)

= ) biO)(t — 7 (0)Ai(0) (15)
i€u(t)

From (15), along with the selected coordinates b! from users
i € U(t), the server can construct the following,

Aq(0) Xagg(0)
Al ¢ |+n=| : veeld,  (16)
A]\/' (g) ngg (f)

where J is the total number of training rounds, n denotes the
noise incurred due to local training across the rounds, and A
is a J X N matrix defined as,

bi(0)(1 — 71 (£)) by (0)(1 = 7x(0))

A2 a7)

b{ ()T =/ (0) - L - (0)

by letting b!(¢) = 0 for the dropout users i € [N]\U(t)
without loss of generality. By using A and the aggregate of the
sparsified gradients {x/,;,}+c[s), the server can finally recover
the local gradients A*(¢) £ [Ay(€) --- A N(K)]T for each
coordinate ¢ € [d], by solving a least squares problem,

A*(0) = (ATA) AT [xL,(0) - x2,,(0)]"

Upon recovering the local gradients {A*(£)}sc(q), the server
can apply any gradient inversion attack (e.g., [4]) to reveal the
local data samples from the local gradients. The pseudocode
of our attack is presented in Alg. 1.

In Figs. 2-6, we present the image reconstruction quality
on a ResNet-18 model [53] trained on the CIFAR-10 dataset
across 5 users [54], where each user holds a single random
data sample in accordance with [3], [4], [26]. The selected
parameters are aggregated using the SA protocol SecAgg
from [8], while we note that our results are indifferent to the

MSE: 1.31

-

(b) Recovered images after 1 iteration.

MSE: 0.64

MSE: 0.17

MSE: 0.51

(c) Recovered images after 200 iterations.

MSE: 0.20 MSE: 0.21 MSE: 0.43 MSE: 0.54
]

(d) Recovered images after 500 iterations.

Fig. 5: (top-K) Image reconstruction quality with respect
to the number of training rounds. The server utilizes the
coordinates to recover the local gradients.

specific SA protocol used (as the final aggregated gradient is
the same). After reconstructing the local gradients, gradient
inversion from [4] is applied to recover the images. The
reconstruction quality is measured using the mean square error
(MSE) between the recovered and original image.

Fig. 2 demonstrates the recovered images for rand-K spar-
sification, with a sparsification ratio of K = 0.01d, i.e.,
only 1% of the gradient parameters are aggregated from each
user. We observe that the quality of the recovered images
approaches the original images as the number of training
rounds increases. With increasing number of rounds, the server
obtains a sufficient number of linearly independent equations
in (16) for a larger number of gradient coordinates, leading
to the recovery of a larger fraction of the local gradients with
increased accuracy.

In Fig. 3, we further present the reconstruction performance
for our attack compared to the conventional multi-round attack
from [30], which leverages user participation information
over multiple training rounds with a frozen global model to
recover the local gradients, and can be applied to our problem
by leveraging the coordinate information. We observe that
the proposed attack significantly enhances the reconstruction
performance over the conventional multi-round attack. This
is due to the fact that the conventional multi-round attack
is agnostic to error accumulation during sparsification (i.e.,
t — 7} (¢) = 1), which hinders the reconstruction performance
as observed in Fig. 3(b), as error accumulation causes the
effective gradient from any given user to change over time, at
any given coordinate. In Fig. 4, we present the reconstruction
quality for varying levels of sparsification for rand-K. We
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MSE: 0.20
o

MSE: 0.21
o

(b) Conventional multi-round attack.

Fig. 6: (top-K) Recovered images for our attack vs. conven-
tional multi-round attack (after 500 rounds).

observe that as K increases, reconstruction quality increases.

In Fig. 5, we demonstrate the reconstruction quality for
top-K sparsification. At each training round, each user se-
lects the top K = 0.01d local parameters with the highest
magnitude. The selected parameters are then aggregated via
SA [8]. We observe that the server can recover the local
gradients with higher accuracy as the number of training
rounds increases, which increases the quality of the images
reconstructed from the local gradients. In Fig. 6, we further
illustrate the reconstruction quality of our attack compared to
the conventional multi-round attack from [30]. We observe
that our attack significantly improves the attack performance
by incorporating error accumulation during reconstruction. In
App. B, we further demonstrate the attack performance for
different types of data distributions across the users.

Our key observation is that the attack can only be launched
when coordinate information is available. When sufficient
coordinate information is not available, reconstruction is un-
successful, as observed in Figs. 2(b) and 5(b). Motivated by
these findings, in the following, we introduce a coordinate-
hiding SA mechanism, to enhance the security of SA under
gradient sparsification. Our goal is to ensure the information-
theoretic privacy for both the selected gradient parameters and
their coordinates, which can be formalized as,

I({X§7 Iq}}iey; MtT'szggv {X;?v K’f}iETa RtT) =0
t

where K! denotes the set of coordinates selected by user i, x!
denotes the sparsified local gradient of user ¢, M?- denotes the
set of all messages received by the adversaries and the server,
x!, 4g denotes the gradient aggregate from (9), and RY% denotes
the set of all randomness generated by the adversaries. Our
framework hides both the individual gradient parameters and
coordinates received from the users during aggregation, while
ensuring formal information-theoretic privacy guarantees for
both the parameters and coordinates as presented in (18).

(18)

V. THE TINYSECAGG FRAMEWORK

This section presents TinySecAgg, a coordinate-hiding rand-
K gradient sparsification framework to prevent coordinate-
based reconstruction attacks for SA. Our mechanism hides
not only the selected gradient parameters, but also their
coordinates, preventing the server from using the coordinate

Algorithm 1 Reconstruction from Sparsified Gradients

Input: Number of users N, sparsification ratio %, global model w,
model size d
Output: Local gradients A; Vi € [N]
1: forround t =1,2,...,J do
2:  foruseri=1,2,..., N in parallel do _
3: Compute the error-accumulated local gradient Al >
Equation (12)
4 Compute the sparsified local gradient x! > Equation (13)
5 Aggregate the sparsified local gradients using SA.
6:  end for
7:  Server:
8 Recover the aggregate xflgg of the sparsified gradients x!
Equation (15)
9:  Send the global model w to the users
10: end for
11: Server:
12: Construct (16) using the sparse gradient aggregate xflgg and the
selected coordinates over J training rounds > Equation (16)
13: Recover the local gradients A; by solving least-square problem,
A (0) = (ATA) TAT[xb g () -+ xT0e(D]" V £ € [d]

information to recover the local gradients, while ensuring the
correct recovery of the aggregated gradients at each coordinate.

To do so, our framework builds on an offline-online trade-
off, where we offload the communication-intensive operations,
such as randomness generation, to a data-independent offline
phase, which can take place in advance when the network
load is low. In TinySecAgg, users only communicate an
encoded version of the selected gradient parameters and their
coordinates, instead of sending raw parameters and coordinates
directly. At the end, the server decodes the correct aggregate
of the gradient parameters for each coordinate, but without
learning the parameters or their coordinates. As in most secure
multi-party computing frameworks [55]-[58], all operations
are carried out in a finite field F,, of integers modulo a large
prime p, We next describe the details of the offline and online
phases.

Offline Phase. Initially, users define a one-hot vector a; €
{0, 1} for each k € [d], where only the k*" element is equal
to 1, and all other elements are 0, and then partition a;, into
M equal-sized shards,
_ [T T 1T
a = [akl akM] . (19)
As will be detailed in our theoretical analysis, parameter M
controls a key trade-off between communication-efficiency and
adversary tolerance, in particular, selecting a larger M reduces
the communication overhead, but also the adversary tolerance.
Users then agree on N + M + T distinct public parameters
{ai}icn)s {Bn}ne4r) from F,,. Then, each user i € [N]
generates a random binary mask bt € {0, 1}¢ for rand-K spar-
sification, where K out of d elements are set to 1 uniformly
at random (without replacement). Let Kt £ {¢ : bi(¢) = 1}
denote the (ordered) set of the K coordinates selected by user
1. Then, user ¢ generates two Lagrange polynomials,

[1

n' €[M+T)\{n}

a_ﬁn’

(@) £ Y Ak Br — B

ne[M]
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Algorithm 2 TinySecAgg

Input: Number of users [NV, sparsification ratio %, finite field
representation of sparsified local gradients X; € Fff of users ¢ € [N],
model size d, number of shards M, distinct public parameters
{ai}tieinys {Bn}nern in the finite field .
Output: Updated global model, w'™?
1: Offline phase:
2: for user : = 1,2,..., N in parallel do
3:  generate one-hot-encoded vectors ay, for k € [d]
4:  partition a into M shards for k € [d] > Equation (19)
5. generate uniformly random masks 7}, for all k& € [K] from
]FP
6:  generate uniformlg random vectors v¥;,,, ut,,, forall k € [K],
n € [M] from F}*
7. forj=1,...,N\{i} do

8: Compute ¢;x(a;) for all k € [K] > Equation (20)
9: Compute ;1 (c;) for all k € [K] > Equation (21)
10: Send @i (aj), Yin(a;) to user j

11:  end for

12: end for

13: Online phase:

14: for user ¢ = 1,2,..., N in parallel do

15:  Construct the masked sparsifed gradient X! > Equation (23)
16:  Broadcast X!

17: end for

18: Server:

19: Collect the local computations ¢(«;) from surviving users i €
U(t) > Equation (24)

20: Recover the aggregate of the sparsified gradients ngg >
Equation (25)

21: Update the global model w'*? > Equation (26)

M+T

a_ﬁn’
2 v Il =5 @
n=M+1 n'e[M+TN\{n} " "
N t o — B
Yin(a) = Z At (k),nTik H B — B
ne[M) n'e[M+T)\{n} " "
M+T
S &~ P 21
2wk I g—5 @
n=M+1 n'e[M+T\{n} " "

for all k € [K], where K!(k) denotes the k' element of
Kt {rf}eeix) are K random masks generated uniformly
at random from F,; and {v/,_ , uﬁ,m}ke[K]me{Mﬂ)wMJrT}
are generated uniformly at random from ]Fg M The random
masks {7 }reix) Will later be used to hide the true value
of the gradient parameters in the online phase, whereas the
random vectors {v!, . ul, Vicik)nefars1,.. my will hide
the contents of the masks {r}, }rc(x] as well as the selected
coordinates. Finally, user ¢ sends the encoded vectors ¢;x(c;)
and v;;(cr;) to user j € [N], which will later be used in
the online phase to ensure the correct matching of the local
gradient parameters within the global model, while preventing
the server from gaining explicit access to the coordinates.

Online Phase. After local training and sparsification, each user
i € [N] generates a finite field representation of its sparsified
local gradient x!, i.e.,

%;(0) £ f(xi(0))

vl e Kt (22)

(c) Recovered images (K = 0.1d).

Fig. 7: Image reconstruction quality for TinySecAgg.

where the finite field transformation f(-) is common to all SA
frameworks, whose details are provided in App. C. Next, user
1 broadcasts a masked gradient parameter,

X £ X(KH(R)) — iy,

(23)

for each k € [K], where the true content of the K selected
parameters K are hidden by the K random masks 7%, ..., 7%
generated in the offline phase. After receiving (23), each user
1 sends a local aggregate of the encoded gradients:

plan) 2 > > (®dn(a) + dyrla)),

JEU(t) kE[K]

(24)

to the server. The local computations ¢(c;) in (24) can be
viewed as evaluations of a degree M + T — 1 polynomial
o(a) at @ = «;. As a result, after collecting ¢(«;) from any
set of M + T users, the server can reconstruct the polynomial
©(«) via polynomial interpolation, and recover,

Xy = > X =[¢"(B) oT(Bu)]"

i€U(L)

(25)

which corresponds to the true (desired) sum of the sparsified
local gradients, as will be proved in Thm. 4. After aggregating
the local gradients, the server updates the global model,
1
with e wh — ——

O

The individual steps of our framework are presented in
Alg. 2. In Fig. 7, we present the reconstruction quality for
TinySecAgg under the same experimental setup as described
in Section IV with sparsification levels K = 0.01d and
K = 0.1d. Since the server does not have access to the
coordinate information with TinySecAgg, the reconstruction
attack is equivalent to an inversion attack that targets the
aggregated gradients to reveal the local images.

(26)

VI. DISCUSSION

Our mechanism builds on the following key intuition. In
the offline phase, each user ¢ € [N] generates K random
coordinates for sparsification, and then encodes them by using
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two degree M + T — 1 polynomials ¢;(c) and ¢;;(«) from
(20) and (21), respectively, for each coordinate k € [K], where
M denotes the total number of shards and 7' denotes the
maximum number of adversarial users. Then, user ¢ sends
two interpolation points ¢, (), ¥ir(c;) of di(a), Yir(a)
to user j € [N]. The T random masks preserve the privacy of
the coordinates against up to 7" colluding adversaries, as will
be demonstrated in our theoretical analysis in Section VII.
The two polynomials are later used in the online phase to
aggregate the gradient parameters for the selected coordinates
of each user. To that end, the first polynomial ¢;x(a) encodes
whether a given coordinate k € [K] is selected by user ¢ € [IV]
in the offline phase. This polynomial is then used in the online
phase in (24) to extract the selected gradient parameters for
each user. Specifically, after user ¢ € [N] broadcasts the
masked gradient X}, from (23) in the online phase, each user
Jj € [N] computes X!, ¢ (cvj). This can be viewed as an
evaluation of a degree M +7 —1 polynomial X!, ¢, () where,

Xip i (a))
=0 - 0 REIE) - 0 - 0]
Bn/
X
Hl , B — B
n'€[M+T)\{n: "R <Kt (k)< nd}
M4+T 0 — B
TR
n=M+1 n'e[M+T\{n} " "
27
is the local computation of user <. Hence,
= _ T
Ripir(Bn) = [O 0 X (Ki(k) —rh 0 0}
is non-zero only for the m*" element of the n*" shard when

(n—1)d/M < Kj(k) =
otherwise,

§§k ik (ﬁ;) = [0

(n—1)d/M +m < nd/M, and zero

00 0 0]

for all other shards n’ € [M]\{n} such that K!(k) ¢ {(n' —
1)d/M,...,n'd/M}. On the other hand, the true gradient
XL(Kt(k)) in (27) is still masked by the random mask 7%,
This is addressed by the second polynomial 1);(c;) from the
offline phase, which cancels the additive mask 7,

X ik () + Yir(a )

=0 - 0 R(KiK) 0 - 0]

Ol]*ﬂn/

X -

(nH—1)d ﬁn_ﬁn’

n/ €[MAT]\{n: 5725 <K (k) <57}

M+T

+ Y (LR = Vi, +uly,)
n=M+1

aj — ﬁn’
X B —
, H Bn - Bn’
n'€[M+T\{n}
Then, the local sum ¢(c;) = 37 ci/) 2oke (k) (Xt dir () +
ik (a;)) from (24) encodes the sum of the K selected coor-

dinates from the surviving users U(t) in a degree M + T — 1
polynomial. After receiving at least M +71" evaluation points as

in (24) from the surviving users, the server can reconstruct the
sum of the sparsified gradients through polynomial interpola-
tion as in (25). Accordingly, the two polynomials generated
in the offline phase ensures: 1) cancellation of the random
masks, and 2) correct association between the selected gradient
parameters and the corresponding coordinates in the online
phase. We next demonstrate the theoretical guarantees and
performance trade-offs of TinySecAgg.

VII. THEORETICAL ANALYSIS

In this section, we present the formal privacy, complexity,
and correctness guarantees of TinySecAgg.

Theorem 1. (Privacy) TinySecAgg ensures information-
theoretic privacy for both the gradients and their coordinates
against up to T adversaries, for any |{U(t)| > T + M,

T{RL K s ML Y = AR Kl Yier, RYy) =0
ieu(t)

where X, is the local gradient of user i, K! denotes the set

of coordinates selected by user 1, Zieb{(t) X! is the gradient
aggregate, whereas

M%’ = {¢¢k(04j)7 ¢ik(04j)}ie[N],jeT,ke[K]a {<P(0<i)}ieu(t)
denotes the set of all messages received by the adversaries
and the server, and

Ry = {risYieT kelkls {Vikn: Wikn ) ieT kelx],

ne{M+1,...M+T}

denotes the set of randomness generated by the adversaries.

Proof. The proof is provided in App. D. O

Theorem 2. (Communication Complexity) The per-user com-
munication complexity of TinySecAgg is O(K + %) (online)
and O(KN L) (offline).

Proof. (Online) The online communication overhead of user
i € [N] consists of: 1) O(K) for broadcasting X!, from (23),
2) O(4%) for sending ¢(c;) from (24) to the server.
(Offline) The offline communication overhead of user ¢ €
[N] consists of: 1) O(NK L) to send ¢;,(ci;) from (20) for
all k € [K] to users j € [N], 2) O(NK %) to send ¢ ()
from (21) for all k € [K] to users j € [N]. O

Remark 1. TinySecAgg enables a reduced online communi-
cation overhead by transferring the communication intensive
operations to the offline phase, which can be performed when
the network load is low.

Theorem 3. (Computation Complexity) The per-user compu-
tation complexity of TinySecAgg is O(NK%) (online) and
O(NK & 1og®(M + T)loglog(M + T)) (offline).

Proof. (Online) The online computation overhead of user
i € [N] consists of: 1) O(K) to compute the masked sparse
gradient from (23), 2) O(KN-L) to compute ¢(c;) in (24).

(Offline) Interpolating a polynomial of degree -y, and eval-
uating it at « points incurs a computational overhead of
ylog? vloglog~y [59]. Then, the offline computation over-
head of user ¢ € [N] consists of: 1) O(NK%logz(M +
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Communication load (per-user)
Offline

Online

SecAgg O(N +d)
SecAgg+ O(log(N)+d) O(log(N))
LightSecAgg O(d+ d/M) O(Nd/M)
TinySecAgg O(K +d/M)  O(

TABLE I: Comparison of per-round communication complex-
ity of TinySecAgg with SA baselines.

Framework FEMNIST CIFAR-10
SecAgg 738813 172304
SecAgg+ 738810 172300
LightSecAgg 757277 176601
TinySecAgg (K = 0.05d) 56831 13150
TinySecAgg (K = 0.01d) 43760 7645

TABLE II: Total communication overhead (Mbits) to reach
convergence test accuracy (75%-FEMNIST, 67%-CIFAR-10).

T)loglog(M+T)) to compute ¢1k(o<]) in (20) for all k € [K]
and j € [N], 2) O(NK 1 log*(M + T)loglog(M + T)) to
compute ;1 (;) in (21) for all k € [K] and j € [N]. O

Theorem 4. (Correctness) TinySecAgg ensures the correct

recovery of the aggregate xagg = Zz‘eu(t) X! of sparsified
gradients from (25), from the messages of any set U(t) of
[U(t)] > M + T surviving users,

H( YRR ieuw {0 ieuw) =0
i€U(t)
Proof. By using (20) and (21), (24) can be written as,

= > > (ft (K5(R) D axiw.n

JEU(L) kE[K] ne[M]
Bn’

X H 51

welA Ty P T P

(28)

M+T

+ Z —t ’Ct

n=M+1
o — By
8 H ﬁn - ﬁn' >7

n'€[M+TN\{n}

]kn - r;kvz’kn + uékn)
(29)

which corresponds to an evaluation point of the degree M +
T — 1 polynomial ¢(«) at & = «;. Since the polynomial
() has degree M + T — 1, it can be perfectly reconstructed
using polynomial interpolation from any set of at least M + T
evaluation points. After reconstructing the polynomial ¢(«) by
using the evaluations {¢(cv;)}icuir) Where [U(t)| > M + T,
the server can then recover the desired computations (i.e., the
true sum of the sparsiﬁed local gradients) by evaluating,

=Y D EKR)aciw.m
jeu(t) ke[K]
T
= [Zjeu(t) i;((” - 1)%+1) T Zjeu(t) i;(”%)]

for all n € [M], which corresponds to the aggregate of the
sparse local gradients in the n'" shard. Hence, the entire
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Fig. 8: Test accuracy of TinySecAgg vs. full gradient aggre-
gation (with and without SA).
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Fig. 9: Test accuracy of TinySecAgg with respect to full gra-
dient aggregation, and block-sparsification (BS) with varying
group size N.

gradient aggregate can be recovered by concatenating the M
shards as shown in (25). O
Remark 2. Parameter M defines a trade-off between the com-
munication overhead and adversary tolerance. Increasing M
reduces the communication overhead O(K + %) (online) and
O(NK L) (offline) as shown in Thm. 2. On the other hand,
increasing M also leads to a reduced adversary tolerance T
as T <|U{H)|— M <N - M.

Finally, the convergence guarantees follow from [14], [23],
[60].

VIII. EXPERIMENTS

We first evaluate the performance of TinySecAgg with
respect to conventional SA baselines SecAgg [8], SecAgg+
[9], and LightSecAgg [29], where users aggregate the full
gradient as described in App. A.

Setup. We consider a setting with N = 100 users, where 7" =
N

5 users are adversarial [8]. We consider image classification
tasks on: 1) FEMNIST, a non-1ID dataset by design, using the
CNN model and data distribution from [61], 2) CIFAR-10,
using the CNN model and data distribution (IID) from [1]. As
our goal is to analyze the comparative performance of different
frameworks on the same architecture (as opposed to optimizing
model accuracy), we opt for these lightweight architectures
without loss of generality. We evaluate the performance in two
sparsification levels K = 0.01d, and K = 0.05d, with M =
40. The additional experimental details and hyperparameters

are provided in App. E.
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(c) Recovered images for N, = 4.

(b) Recovered images
for Ny = 2.

SEIEENEN

(d) Recovered images for N, = 10.

PR EEEER .. EArREEE

(e) Recovered images for Ny, = 20.

1‘%§mﬁ

] ) ‘f{overed images for N, = 50.
TROERNENNRAEHERNMECSNNEEN .WE
o0 D ol I 5 O 1 5 O NP T O B P
EzllrAdARl @MY EN 7O EEERBHRERY

FHELEFERNELDRLEREAEARRRERR

(g) Recovered images for N, = 100.

Fig. 10: Image reconstruction quality for block-sparsification with varying number of users (N,) per group.

Table I compares the per-round communication complexity
of TinySecAgg with the SA baselines. In Table II, we present
the total online communication overhead to reach the target
test accuracy at convergence. As the model size d is large (in
the order of 10°) compared to the number of users N, all
SA baselines incur similar communication overhead (as they
communicate the full gradient), whereas TinySecAgg reduces
the cost by up to 22.5x over the best baseline.

In Fig. 8, we further compare the convergence of Tiny-
SecAgg (SA with sparsification) with respect to SA without
sparsification (i.e., full gradient aggregation with SA), when
10% of the users randomly drop out at each round. As detailed
in App. A, all SA baselines carry out the same training
operations and hence have the same test accuracy, as they only

differ in their encoding mechanism, not in training. We also
demonstrate the convergence of the same model architecture,
but without sparsification or SA (i.e., full gradient aggregation
without SA). This represents our target accuracy, as the finite-
field conversion in SA can degrade accuracy, as detailed in
App. C. We observe that TinySecAgg achieves comparable
accuracy to all baselines (with or without SA).

As detailed in Section IV, rand- K'/top- K variants of conven-
tional SA frameworks are vulnerable to multi-round gradient
reconstruction attacks. To that end, we next consider another
SA variant, where we partition users in groups of size N,
and then assign users within each group to a set of K < d
randomly generated coordinates. The key advantage is that
now all users in a given group participate at the same set
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Fig. 11: Average mean squared error (MSE) with respect to
the group size N,. The shaded area represents the variation
between the maximum and minimum MSE across all users.

of selected coordinates, which can be a potential solution to
avoid multi-round reconstruction attacks, while still enhancing
communication-efficiency. In the following, we will call this
variant block-sparsification.

We then adapt LightSecAgg to block-sparsification, as
this baseline is compatible with block-sparsification and has
demonstrated enhanced communication-efficiency over the al-
ternative baselines. From [62, Theorem 1], for a given set of
users S, of size N, = |S,|, an upper bound on the mutual
information between the local dataset D; of user i € S, and
the gradient aggregate A! for block-sparsification can
be obtained as,

(e s) <o (xp)

€S,

€S,
(30)

where A; is the local gradient of user ¢ as defined in (3), and
B is the batch size for training. As such, a smaller group size
increases the information leakage from the gradient aggregate.

From (30), we expect a gradual increase in the privacy
leakage as the number of users in each group decreases. To
investigate the impact of the group size on the model accuracy,
in Fig. 9, we present the test accuracy with a learning rate
of n = 0.001 for all frameworks, including TinySecAgg and
the baselines, with varying group size NN, for block sparsifi-
cation. For a fair comparison, we have set the sparsification
level as K = 0.01d for TinySecAgg and K = 0.03d for
block-sparsification, to ensure an equal online communication
overhead per round for both frameworks, which is given by
O(K+ %) for block-sparsification with LightSecAgg. We ob-
serve that model performance degrades as the number of users
per group increases for block-sparsification, and performance
starts to degrade gradually starting with N, = 20 users per
group. Accordingly, Fig. 9 suggests a trade-off between model
accuracy and privacy leakage as a function of the group size
N, in block sparsification. Smaller group sizes achieve better
accuracy by trading-off with increased privacy leakage.

In Fig. 10, we further explore the impact of the varying
number of users per group on the image reconstruction quality
from the gradient aggregate, for block-sparsification. Note that
by using the coordinate information over multiple training
rounds, the entire gradient aggregate of each group can be
recovered by performing our multi-round reconstruction attack

from Section IV. For ease of exposition, we illustrate the
results for the first group, while in Fig. 11 we further report the
average, minimum, and maximum mean squared error (MSE)
between ground-truth images and reconstructed images across
all groups and users. In both Figs. 10 and 11, we observe
that reducing the number of users per group increases the
information leakage from the aggregate of the gradients, as
expected from the theoretical results from (30). Finally, in Fig.
12, we present the attack performance for TinySecAgg, under
the same experiment setup. We observe that reconstruction
fails for all NV = 100 users. Accordingly, TinySecAgg retains
the model performance while reducing the information leakage
of the local data samples.

IX. CONCLUSION

In this work, we study gradient sparsification in the con-
text of SA. We identify the vulnerabilities of sharing co-
ordinate information in gradient sparsification, and intro-
duce a coordinate-hiding SA mechanism, TinySecAgg, to
enhance the reliability of SA in resource-limited settings. Our
framework provides an order of magnitude improvement in
communication-efficiency without degrading model accuracy.
Future directions include extending our mechanisms to Byzan-
tine adversaries, where the server can maliciously poison the
model parameters to recover the local gradients of the users.

APPENDIX A
CONVENTIONAL SECURE AGGREGATION PROTOCOLS

In this section, we review the underlying principles of
conventional SA mechanisms. Due to space constraints, we
present the key steps of two representative frameworks.

SecAgg. The SecAgg framework [8] is the first SA protocol
for large-scale secure gradient aggregation, whose underlying
principles have been widely adopted by follow-up works [9].
At the outset, SecAgg leverages pairwise additive random
masks to hide the local gradients. The pairwise masks cancel
out upon aggregation, allowing the server to recover the true
sum of the gradients, but without observing them in the clear.
The protocol consists of the following offline and online
phases. All operations are carried out in a finite field IF),.
Offline phase: In the offline phase, each pair of users ¢, j €
[N] agree on a pairwise random seed, s;; through a Diffie-
Hellman type key exchange protocol [63], by utilizing private-
public key pairs (s7%, sIK) (st, st) belonging to users
i and j respectively. The seed s;; is then expanded into a d-
dimensional random vector within the finite field IF,,, using a
pseudo-random generator (PRG), to create a pairwise mask,

r;; £ PRG(SU) (31)

)

In addition, user ¢ generates a private random seed, s;, which
is then expanded into a d-dimensional random vector within
F,, to create a private mask r; = PRG(s;). Each user i € [N]
then secret shares its private key sf K and private seed s; with
all other users using Shamir’s N/2-out-of-N secret sharing
[64]. Secret sharing ensures that the secrets st and s; can
be perfectly reconstructed from any set of % shares, whereas

any set of less than % shares reveals no information about

Authorized licensed use limited to: Univ of Calif Riverside. Downloaded on August 06,2024 at 12:10:50 UTC from IEEE Xplore. Restrictions apply.

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2024.3403475

12

Fig. 12: Image reconstruction quality for TinySecAgg (N = 100 users).

the secret. The secret shares are later used in the online phase
while recovering the final gradient aggregate.

Online phase: In the online phase, each user i € [INV] first
maps its local update x; € ]Rﬁ to the finite field ), as detailed
in App. C, and obtains its finite field representation X; € ]Fg.
Then, user ¢ masks X; using the pairwise and private masks
generated in the offline phase,

E rij

FE[N]:i>5

Xi =X, +ri+ Zrij_ modp  (32)

FE[N]:i<j

and sends the masked gradient X; to the server. Upon receiving
the masked gradients X; from the surviving users i € U, the
server computes their aggregate ), ;, X;. Upon aggregation,
the pairwise masks of all the surviving users cancel out. On
the other hand, if some users drop out from the protocol and
fail to send their masked gradient to the server, their pairwise
masks will not cancel out. To learn the true aggregate of the
gradients, the server has to remove the pairwise additive masks
corresponding to the dropped users, and the private masks
corresponding to the surviving users from the aggregate of the
masked gradients. To do so, the server collects from the surviv-
ing users, the secret shares of the random seeds corresponding
to the pairwise masks of dropped users, and the private masks
of surviving users, reconstructs the corresponding masks, and
removes them from the aggregate of the masked gradients,

Zii_zri_z Z rij"’z Zrij mod p (33)

€U iceU i€D j:i<lg 1€D j:ui>g

A more recent variant of SecAgg is the SecAgg+ protocol
from [9], which reduces the communication overhead by using
a graph-based topology for distributing the secret shares across
the users. SecAgg and its variants are fully compatible with
rand-K/top-K sparsification, but are vulnerable to the multi-
round reconstruction attacks described in Section IV.

LightSecAgg. The LightSecAgg protocol [29] replaces the
dropout recovery mechanism of SecAgg with a one-shot
recovery mechanism, to address the communication and com-
putation complexity of pairwise masking, which increases as
the number of dropped users increases. The protocol follows
the following offline and online phases.

Offline phase: Each user ¢ € [N] generates a uniformly
random mask z; € IFZ, partitioned into M equal-sized shards:

z; = [za ZiM]T (34)

Next, user ¢ encodes the random mask, by generating a degree
M + T — 1 polynomial,

a—p,

n€[M] n’€[M+TN\{n}
M+T a—p

+ Z Vin H ﬁ’ (35
n=M+1 n’ €[M+T\{n} "

where {Vin}ne{ar+1,...m+7} are uniformly random vectors,
and sends an encoded mask, Z;; = h;(a;) to user j € [N].

Online phase: User i sends a masked local gradient X; £
X; + z; to the server, where X; € ]Fg denotes the finite field
representation of the local gradient. After receiving the masked
gradients from the set of surviving users, the server collects
the aggregate of the encoded masks,

~ A ~
ZZIE zij

el

(36)

from the surviving users ¢ € U, where each encoded mask
aggregate is an evaluation of the degree M +7'—1 polynomial,

|2 a-g,
@2 3 2o 1l 5=5

ne[M] iU n’'€[M+T]
\{n}
M+T a-p
2 2ve Il =5 6D
n=M+1icU n'€[M+T) n
\{n}

After collecting M + T evaluations, the server reconstructs
the polynomial h(«) through polynomial interpolation, and
decodes the aggregate of the random masks,

Z Zi = [Zieu Zi1 D ieu ZiM]T

ieU

(38)

Finally, the server recovers the aggregate of the local gradients
by subtracting (38) from the aggregate of the masked gradients
> icu Xi- As this protocol encodes the entire gradient into A
shards, it is not compatible with rand-K/top-K sparsification.
However, a sparsified variant can be obtained by using the
block-sparsification approach described in Section VIII.

APPENDIX B
ATTACK PERFORMANCE FOR IID vs NON-IID DATA
DISTRIBUTION

In this section, we demonstrate the attack performance
between IID and non-IID data distribution across the users,
for the experimental setup in Section IV, with N = 5 users
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(b) Recovered images (rand K).

(c) Recovered images (top-K).

Fig. 13: Reconstruction quality with non-IID distribution.
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(c) Recovered images (top-K).

Fig. 14: Reconstruction quality with IID distribution.

and sparsification parameter K = 0.01d, where the attack is
run for 500 training rounds. In Fig. 13, we first demonstrate
the reconstruction performance for the non-IID setting where
the data sample for each user is sampled from a different class.

To further investigate the reconstruction performance be-
tween IID versus non-IID data distribution across the users,
we next consider the IID setting where each user is assigned a
data sample from the same class. We demonstrate our results
in Fig. 14, where we observe that for both top-K and rand-K,
majority of the images can be reconstructed. We observe that
the attack performance is greater in the non-IID setting for
top-K. This suggests a higher degree of separation between
the local gradients in the non-IID setting, whereas in the IID
setting there may be overlaps between the top-K parameters
between different users due to the similarity across the images.
As real-world FL mechanisms often operate under non-IID
distributions, our results highlight the need for strong defenses
for FL.

APPENDIX C
DETAILS OF THE FINITE FIELD TRANSFORMATION

The local update x(¢) of each user 7 is converted to the
finite field as follows,
%;(0) = f(xi(0)

mod p V¢ € K! (39)

13

where f(-) is a stochastic rounding function [37],

flz) 2 lgr] modp  probability 1 — (gz — |gz])
= lgz] +1 mod p otherwise

such that ¢ is a tuning parameter that quantifies the rounding
loss. The modulo operation represents the positive and nega-
tive integers within the first and second half of the finite field
IF, respectively, known as two’s complement representation.
After decoding the aggregated gradients, the server updates
the global model as in (26), where f~! : F,, — R maps the
finite field representation back to the real domain,

“1(p) — x/q
@ {<x—p>/q

APPENDIX D
PROOF OF THEOREM 1

if0<z <t

if’%lgxgp (40)

We now present the proof of information-theoretic privacy
against any set of |7| = T colluding users (the same analysis
holds for any |7| < T). The set of honest users is denoted by
H = [N]\T. For the tractability of the theoretical analysis,
we let the set of adversarial users be [T'] without loss of
generality. Throughout the analysis, we consider the worst-
case scenario where all messages are communicated across
the users, i.e., users declared as dropped are only delayed,
and their messages are eventually received by the adversaries.
We assume the number of surviving users to be equal to the
recovery threshold, i.e., |U/(t)] = M + T, while noting that
the same analysis can be applied also for a larger number of
surviving users. Then, the mutual information condition from
Thm. 1 can be written as follows,

T{XE K iens{X0 S ievy {die ()} ierny > {0ir () }ievy »
kelK] T eT

je J
ke[K] ke[K]
{ az 161/{ t)| Z {igalcf}iETv {rfk} €T
€U (t) ke[K]
{Vikns W} ieT, kelx] )
ne{M+1,...,.M+T}
H({X}iein» {¢zk(a])}z€[N] {wzk(ag)}ze[zv],
ke[K] eT eT
ke[K] ke[K]
{ al 7,61/[ t)| Z {XzﬂK:t ZGT’ {rzk} ZET ’
1€U(t) K]
Vi Wnt e kex] ) — ({Xik}ie[N]a
ne{M+1,.... M+T} ke[K]
{Bir ()} e €[ {%k(%)}ze[z\r] {ele)Yicuw| Y X
k:J €U (t)
€lK ke K]
{XZ7IC }ZG[N] {Tzk} 167— {Vzkn’ zkn} i€T, ke[K] ) (41)
kelK ne{M+1,...,M+T}

For the second term in (41), we have:

H{Z Y iev) Adin (@)Y iy s {in ()Y ieny »

ke[K] jeT jeT
ke[K] ke[K]
{elai) ieuw| D, X AR Kitien, {Tfk}kiee[};]’

i€U(t)
t t
{Vikns Wign } ieT, ke[K] )
ne{M+1,...,.M+T}
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H({rjy} den {ir(a)}iciny {Yin ()} icpn)

JET JET

ke[K]
{ ozl zGM(t)' Z
€U (t)

{Vzlm’ 1kn}

ke[K]

{XzaK:t 'LG[N {le} ZG[T]a

ieT, ke[K] ) (42)

ne{M+1,....M+T}
= H({¢ir () }iciny > {Wir () }icivy {0(s) Y|
JET JET
ke[K] ke[K]
Z ii? {i§7 IC:}ZE[N]v {Tfk}ZE[N] )
i€U(t) ke[K]
{Vqtzkm ugkn} i€T, kE[K]
ne{M+1,...,.M+T}

{ifv ’Cg}ie[N] ) {Tfk} €T {Vilmw uikn}
ke[K]

)+ H({rig} e | >ox
kelK] 1€U(t)

€T, ke[K] )
ne{M+1,..,M+T}

43)
H({pir ()} ieny» {wzk(%)}zew (i) bieu)l
JeET eT
ke[K] ke[K]
> AR K iens {rl bie»
i€U(t) ke[K]

(Vienw Wign}  ier, ke )+ H{ri) ien ) (44)
ne{M+1,...M+T} ke[K]

= H({m;.} icre - {®ir(;)}iciny {o() Yicuw)|

JET jeT
ke[K] EE[K]

> ARL K iens {rl bie»
i€U(t) ke[K]

Vi Wik} ieT ke )+ H{ri) e ) (45)
n€{M+1,....M+T} K]

= H({vir(a;)}ie(ny - {o() iews | Z X;

k:jee[K] 1EU(L)
(XL K iengs Arin b ievy s {Viens Wien ) ieT, ke(x]
e[K] ne{M+1,..,.M+T}

{mz]k} ZE’H ) + H({mz]k} ZG’H ) + H({Tzk} ZEH]) (46)

ke[K] ke[K]

- H({Yz]k} ZGH {@(%)}zeu t)| Z {ifaKi}ze[N]
kE[K] Zeu(t)

{T;‘tk}iE[N] AV Wik } i€T, ke[K] a{mfjk} icH )

ke[K] ne{M+1,..,.M+T} k]ee[;]
+ H({mfyk} ien )+ H{ri} ien )  (47)
JjeT kE[K]
ke[K]

= H{p() hieuw| Y R A= Kl ey {rli e

ieU(t) ke[K]

{Vikns Wik } i€T, ke[K] a{mgjk} iE€H ,{YEjk} iE€H )
ne{M+1,...,.M~+T} JET JjET

. . ke[K] . ke[K]

+ H{yijnt ien ) + H{mg} ien ) + H{rj} ien )
JET JET ke[K]
ke[K] ke[K]

(43)
=0+ H({yzt'jk} ien )+ H({mfjk} ieH )
JET JET
ke[K] ke[K]
+ H({rjp} ien) (49
ke[K]

= H({Vig,} iemmer) )+ H{Wp,} ienpex) )

ne{M+1,...,M+T} ne{M+1,...M+T}

+ H({r{3} ier ) (50)
ke[K]

d d
=(N-TYTK—1 N-TYTK—1
( )JTEK 57 logp + ( )JTK - logp
+ (N -T)Klogp (51)
where (42) follows from the fact that given x and ICt the
only remaining uncertainty in sz is due to the uncertainty in
rt., for all k € [K]; (43) follows from chain rule of entropy;

(44) follows from the independence of the random masks,
{r!,Yicm re(x) generated by the honest users. In (45),

M+T
N . t o — B
D D | -y (52)
n=M+1 n’'e[M+T\{n} " "

forall i € H,j € T,k € [K]. Next, (46) follows from the
chain rule of entropy and independence of uniformly random
vectors. In (47), we define,

M+T _ B,
Yijr = Z Wy, H 5 [;' (53)
n=M+1 n/€[M+T\{n} "

whereas (48) again follows from the chain rule and indepen-
dence of the vectors generated unlformly at random from the
finite field F,,. We next define v;, = [],,, (M AT\ (n) Z‘n*ﬁ -

which represents the Lagrange coefficients in (52), (53). Then

[mj,, mip, ] = (Vi Viparer] X, (54)
Vi o Yirk) = [0k u . ir X, (55)
where
Y1,M+1 YT, M+1
X 4 : : (56)
Y1,M+T YT,M+T

Note that X is a T x T MDS (Maximum Distance
Separable) matrix (hence is invertible) according to the

MDS property of Lagrange coefficients [65]. As such,
one can compute {Vi.,, Ui, bien,ne{M+1,..,M+T} ke(K]
given {ml; biey jerreir),  and  {yitienjeT kelk]
using (54) and (55) respectively. Next, (49) holds
as there is no uncertainty in {@(ay)}icy) given
{§§7’C§}ie[N]’ {Vikn Uirn ieT ke[K] > {m ”k} i€H >

ne{M+1,... . M+T} ke[z{']

and {yﬁjk} icn . Finally, (51) follows from the entropy of
JET

ke[K
uniform random variables. Next, the first term in (41) can be

bounded as follows,

H{X}iepny Adir (@) }ierny > {0ir () }ierng »
ke[K] JeT JeT
ke[K] ke[K]

{ al lEU(t)| Z {X“ICt ZGTv{Tzk} ZET]v

1€U(t)
t

{Viknvuikn} €T, ke[K] )
ne{M+1,... . M+T}

= H({X} icrn Adin(a)} ien » {Vin(ag)} ien
ke[K] JET JeET
ke[K] ke[K]

{ (al)}zeu(t)| Z X5 {X“IC }lGT’ {rzk} lET]a

1€U(t)
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ieT, kelK] ) (57)

{karw ugkn}
- ne{M+1,...M+T}
H({Xi} ien ) + H{din(0y)} ien )
ke[K] JET
ke[K]

H({ir(o;)} ien )+ H({p(ai)hieuw| Y Xt

/CE[ ] lEZ/l( )

{riv} ieT AXLK Yier AVin Wikn} e, kel
ke[K]

ne{M+1,...M+T}
{Xin} ier  {oi ()} ien  {vin(a;)} ze?—i ) (58)
kE[K] JET eT
kE[K] kE[ ]
= H({x}; zeH )+ H({din(ay)} ien )
ke[K] JET
ke[K]
H({¢ir(a;)} ien )+ H{e(Bn)tnepn, {e(ai)bieT]
kE[K]
Z iga {iga ’CE}iETa {r;‘fk} €T 5
i€U(t) kelK]

t t
{Vikns Wikn } i€T, k€E[K]

ne{M+1,...,.M+T}

{Wir(oy)} icn )
JET
=N ke[K]
= H({X{1.} ien ) + H({pi ()} ien )
ke[K] JET
ke[K]
H({thir(cj)} i )+0
k]e[K]
<(N-T)Klogp+ (N — T)TK% log p

,{iik} i€H 7{¢ik(aj)} i€H
ke[K] JET
ke[K]
(59)

(60)

+ (N—T)TK%logp (61)

where (57) holds since there is
{sz} ’LG[T] glven {Xﬂlc}’LETs {rvk} 746[7-]

from the chain rule of entropy and that conditioning

no uncertainty in
(58) follows

cannot increase entropy. Equation (59) follows from
the fact that {o(o;)}icu@) correspond to M + T
evaluations of a degree M + T — 1 polynomial,

p(a) for o € {ai}icuw). By leveraging polynomial
interpolation, one can uniquely recover a polynomial of
degree M + T — 1 from any set of M + T evaluation
points. Therefore, there is a bijective mapping between the

M + T interpolation points {¢(8n)}nen, {#(ai) iy

and the M + T local evaluations {p(a;)}icy(r). Note
that there is no uncertainty in {@(Bn)}nes) given
Zieu(t)iﬁ, which follows from equation (25). Next,

there is no uncertainty in {¢(c;)}ticr) given 3y xt,
{5, Kiyier, {rip} ieT Vi Wi} ieT kex)
R ke[K] ne{M+1,..,M+T}
(X6} ien > {oin(a))} ien ;{vir(a;)} iepr  from  which
ke[K] JET JET
. ke K] . kelK] o

(60) follows. Finally, (61) holds since uniform distribution
maximizes entropy. By combining (51), (61), and (41),

({Xz’ ,C }Zeﬂv{xﬂe}ze[[][\;] {d)lk (aj)}zE[N] ) {7/%1«(%)}16[1\1

JET JET
ke[K]

{@(ai)}ieu(tﬂ Z igv{igvlczt‘}iGT’

iE€U(t)

ke[K)]

15
{rin} ieT AVign Win}  ieT, rex) )
ke[K] ne{M+1,..,M+T}
d
<(N-T)Klogp+ (N — T)TKMlogp
d d
+ (N — T)TKﬁlogp— (N — T)TKﬁlogp
d
— (N - T)TKM logp — (N —T)K logp
=0 (62)

Then, from (62) and the non-negativity of mutual information,

({Xz’K: }zEHa{sz 1€[N] {(bzk(aj)}zE[N]7{wzk(a])}z€[N]
ke[K] JET JET

kE[K] ke[K]
{elan)Yicuw| Y AR Kiier, {riy} ieT
ieu(t) kelK]

(Vi Wi} ieT kex) ) =0 (63)

ne{M+1,..,M+T}

which concludes the proof.

APPENDIX E
ADDITIONAL EXPERIMENTAL DETAILS

Our experiments include randomness generated for rand-
K sparsification. For the performance comparison of different
SA frameworks in terms of model convergence and total
communication overhead, to ensure a fair comparison, we use
a fixed seed (equal to the index of the training round) in each
training round for all frameworks.

The remaining hyperparameters are =/ = 5 for the number
of local training iterations, 7 = 0.001 for the learning rate,
25 for the batch size, ¢ = 22° for the tuning parameter, and
p = 232 — 5 for the finite field size, where the parameters of
the masked sparsified gradient along with the corresponding
masked locations are transmitted by using 32 bits. The hyper-
parameters are selected in accordance with the prior works,
[1], [29], and we do not require additional hyperparameter
tuning. The number of shards is M = 40. Experiments are
run on AMD Ryzen 3960X CPU and NVIDIA RTX4000.

For the experiments on the multi-round reconstruction at-
tack, we assign each user a single data sample from CIFAR-
10 dataset [54] for consistency with the prior works [4], [26].
For performance evaluation across different frameworks, we
perform training on CIFAR-10 and FEMNIST datasets, which
has been widely used in literature for similar purpose [29].
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